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Three	criticalchallengesof	distributedcyber-attacks
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1.	Identifyingand	banning the	sources of	
the	cyber-attack (e.g.,	the	bots in	a	
Distributed	Denial-of-Service)	
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2.	Containing the	spreading of	a	cyber-
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3.	Addingcontrolled network	redundancy in	
view of	some	defeat (e.g.,	a	network	node
crashes)	
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Proposed solution:	inferential strategies to	detect,	identify,	and	mitigate	the	distributed attacks

MainContributions

1. Formal Characterization of a distributed attack in a randomized setting1

• Botnet model with randomized emulation of legitimate traffic

• Designed-from-the-scratch algorithm for hidden botnet identification

2. Analytical Model of the attack spreading phenomenon2

• Kendall’s Birth-Death-Immigrationmodel to formalize a spreading attack
• Optimal curing resource allocation for attack mitigation

3.			Stochastic Techniques for	preventionmeasures

• Modeling network	resilience against attacks
• Stochastic approaches:	SRN	(Stochastic RewardNets)	and	original extension

of		UGF		(Universal		Generating Function)	- Multidimensional UGF	(MUGF)3

1Matta V., Di Mauro M., Longo M., DDoS Attacks with Randomized Traffic Innovation: Botnet Identification Challenges and Strategies,
IEEE Transactions on Information Forensics andSecurity, Vol. 12, n°8, Aug.17, pp. 1844-1859

2Matta V., Di MauroM., LongoM., Farina A. Cyber-ThreatMitigation Exploiting the Birth-Death-ImmigrationModel,
IEEE Transactions on Information Forensics andSecurity, Vol. 13, n°12, Dec. 2018, pp. 3137-3152

3Di Mauro M., Longo M., Postiglione F. Availability Evaluation of Multi-tenant Service Function Chaining Infrastructures by
Multidimensional Universal Generating Function, submitted on IEEE TransactionsonServices Computing
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I.	Novel Class	of	Randomized	DDoS	Attack

The Botnet emulates the regular traffic patterns (application layer) by
gleaning admissible messages from an “emulation dictionary” (that
becomes richer and richer as time elapses) built by the Botmaster during
a collection phase to evade detection

DoS (Denial of		Service)	attack:	“volumetric”	attack where a	target	site	is overwhelmed
with	a	huge request rate	by	a	single	node.

Distributed DoS attack (DDoS):	a	huge number of	apparently innocuous requests is
produced in	parallel by	a	net	of	robots (Botnet)	coordinated by	a	Controller	(Botmaster).

• Hard	to	identify single	nodes of	a	Botnet

• It is one of	the	most critical threats to	face

Key Idea:	designing an	“enhanced DDoS attack”	where:
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Experiments have been carried out in a realistic testbed set up in CoRiTel
(Consortium Research on Telecommunication) LAB



Key point: define a Message Innovation Rate (MIR) defined as the number of distinct
messages (picked from emulation dictionary) transmitted per unit time from bots.

The	BotnetIdentificationCondition(BIC)		

Intuition:	BotnetMIR	is smaller than normal (and	independent)	users MIR	
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BIC: it is necessary to set a a threshold aimed at guaranteeing a separation between the MIR of
a “trusted” Subnet and the MIR of a Botnet.



The	BotBusteralgorithm
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Performance	indices

M
ar
io
	D
i	M

au
ro
	–
Un

iv
er
sit
y	o

f	S
al
er
no



• Fraction	of	banned	users	as	a	
function	of	time,	for	different	
botnet	sizes

• The	monitored	network	is	
composed	by	100	normal	users

• Percentage	of	erroneously	
banned	users	nevers	exceeds	5%

• The	performance	decreases	as	
the	number	of	bots	grows

BotBusterappliedto	realdata

Solid	curves:	
Correctly	banned	bots

Dashed	curves:	
Erroneously	banned	normal	users
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II.		AnalyticalModel	of	Cyber-ThreatPropagation

1.	D.G.	Kendall,	“On	some	modes	of	population	growth	leading	to	R.A.	Fischer’s	
logarithmic	series	distribution,”	Biometrika,	vol.	35,	n°1/2,	pp.	6-15,	May	1948.
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II.		AnalyticalModel	of	Cyber-ThreatPropagation
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OperationalRegimes

Motivation:	In	the	proposed	threat	propagation	model,	each	infected	node	
acts	as	a	new	(secondary)	source	of	infection.	The	balance	between	
infection	and	curing	processes	can	originate	various	operational	regimes

Definitionsand	adoptedformalisms

Moment	Generating	Function	(MGF)	of	I(t) at	time	t
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OperationalRegimes

Statistical	characterizationof		I(t)

Key	Idea:	For	the	B-D-I	model,	it	is	possible	to	find	a	closed-form	solution	
for	the	MGF	and,	then,	for	the	corresponding	probability	distribution

The	MGF	of	I(t)	obeys	to	
this	first	order	p.d.e.
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AsymptoticRegimes

Statistical	characterizationof		I(t)

Key	Idea:	the	convergence	of	MGF	implies	 the	convergence	in	distribution

Negative	binomial
Random	Variable
(stable	case)

Unit-scale	Gamma
Random	Variable
(unstable	case)

Generic	
Random	Variable
(strongly	unstable	
case)
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OptimalResource	Allocation

C represents	the	available	curing	capacity	that	determines	two	regimes:	
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OptimalResource	Allocation

Numerical	Results

N° of	infected	nodes	spreading	
across	N=3	subnets.

Case	1:			

The	optimization	procedure	focuses	on
mitigating	the	threat	(exp)	growth	rate
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C.C. Zou, W. Gong, D. Towsley, Code RedWorm Propagation modeling and analysis, IEEE/ACM Transactions onNetworking, Vol. 13, n°5,
Oct.05, pp. 961-974



OptimalResource	Allocation

Numerical	Results

N° of	infected	nodes	spreading	
across	N=3	subnets.

Case	2:

The	optimization	procedure	is	able	to
guarantee	the	stability	of	threat	growth
(exp.	divergence	prevention)	
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Conclusions

34

1.	 Conceptualization of	a	randomized distributed network	attack along
with		mitigation strategies.	
Ongoing work:	cluster	of	botnets that completely/partially share	
emulation dictionaries

2.	 Characterization of	threat propagation phenomenon by	means of	
Kendalls’	B-D-I- model	with	optimal curing solution tested over	
simulated data
Ongoing work:	formulation of	the	adversarial problem through Game	
Theory framework
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Other	(related)	Publications
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