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Abstract— It is well known that TCP experiences performance the other carries a busy tone, transmitted by each node when
problems (unfairness and starvation) in multi-hop wireles net- it is sending a broadcast frame.

works. Such problems are often traced to the misbehavior of e eng-to-end performance can be improved by modifying
dynamic routing protocols in case of link failure. However, in - ) .
this paper we show, through simulations, that unfairness ad one or more of the |nvoIve_d Iayers._MAC, data link, network
starvation of ows also take place with static routing; thus transport (TCP). The solution in [3] is an example of a MAC-
competition between TCP ows in a multihop TCP network level approach. Other works follow a link layer approach. In
has an unfair outcome, independently of the routing protocb [5], [6] the authors propose a solution basedRED (Random
'tg"gg’ﬁgll;’vseo?\ﬁotsgggth‘:glg rﬁfsmp'e multi-channel MAC is a# 41y Detection): each node discards packets in order te tun
' the TCP contention window size around an optimal $ize.

In [7] a pacing scheme is introduced to control the sending
rate of the source, so that TCP packets belonging to the same

It is well known that TCP performance degrades signifow do not collide with each other.
icantly in IEEE 802.11 multi-hop wireless ad hoc networks. A different approach is to operate at the TCP layer. In [8]
Early papers pointing at this problem are [1] and [2], in whicthe authors propose a scheme to increase the TCP window
the authors studied the interaction between two TCP owsze with a fractional increment 1 (this is done by adding
in a simple multi-hop 802.11 scenario. They reported thahe packet to the window size at evelry round-trip-time).
when two multi-hop TCP ows, traversing the same number af this way the contention window is prevented from growing
nodes, compete to access the shared medium they experieseemuch, thus reducing the loss rate due to collisions.
long and random periods in which one of them effectively Two are the contributions of the present work: the rst is
shuts down; thus the two TCP sessions cannot coexist in theclarify that routing protocols and broadcast frames ae n
network {ncompatibilityproblem). Moreover, if the competingthe only causes of the incompatibility problem and of the
ows traverse a different number of nodes, the longer chaimfairness of TCP sessions. In fact, these problems are also
is starved while the shorter one seizes the chanmgh{rness apparent when routing and address resolution employ static
of TCP connections in multi-hop 802.11 networks). tables. With dynamic there is, of course, a further degiadat

In [1] [2] the underlying cause of these problems is identin the performance of TCP. The second contribution is to show
ed as the fact that when the MAC layer reports a link failurethat, besides being able to increase the saturation thpaiigh
the dynamic routing protocols report a route failure and®yt of an ad-hoc network (see e.g. [9] [10] [11] [12] [13] [14]), a
begin the route discovery function. Rerouting takes a limgt simple multi-channel MAC can also improve the behavior of
in which the TCP session is not able to send data. The auth®GP in a multi-hop network.
pinpoint the root of these problems to the MAC layer, thus The rest of the paper is organized as follows. In Section
suggesting that this layer be modi ed in order to improve thg we describe the scenario under study. In Section Il we
performance of TCP. introduce a multi-channel solution aiming at reducing the

Reference [3] draws the attention to the fact that the relquesollision probability. In Section IV we present a perfornsan
to-send/clear-to-send (RTS/CTS) handshake cannot betoisedomparison with the standard single-channel 802.11 MAC.
reserve the channel for broadcast frames, and that brdad¢asally, in Section V we discuss future work and draw the
frames cannot be acknowledged by each receiver; as a covaclusions.
sequence, both Address Resolution Protocol (ARP) request
messages and route request messages have a low success rate Il. THE MULTI-HOP SCENARIO
and degrade the functionality and ef ciency of the network. In wireless multi-hop networks packets are routed from
For this reason the authors propose a dual channel schethe: source node to the destination node traversing one or
one channel is used as a standard IEEE 802.11 channel, whilere relaying nodes. Figure 1 shows the simplest multi-hop

I. INTRODUCTION



topology we can consider. It is made up Mf 3 equally sends to the destination an RTS frame, which includes the

spaced nodes such that each one can transmit to its neighllistof free channels (see also gure 2). The destinationenod

(the nodes at distand2) while it cannot transmit to the otherselects a data channel among those in its idle channel list

nodes (those at distance2D). and in the list included in the received RTS, and sends the
In this paper a two-ray ground re ection radio propagatiomdex of the selected data channel in the CTS frame. If no idle

model [15] has been adopted. A simpli ed physical modefjata channel is found, the node does not send the CTS frame.

in which an interfering signal disrupts an ongoing receaptioA SIFS after the reception of the CTS both nodes switch to

with probability 1 if the interference power level is highethe selected data channel for the data packet transmissibn a

than a xed threshold, and with probability 0 otherwise, i@scknowledgement. Other nodes receiving the CTS set the NAV

also adopted. The radio channel is assumed to be error fraecording to the duration efd

thus packets can only be lost due to collisions. With these

assumptions we can identify @verage arean which each ..

transmission can be correctly received andraerference area <™

in which each transmission can be heard (sensed) and it CaH="

interfere with an ongoing reception. perachamel2
This simple model is the most used in the literature and

is implemented in theNetwork Simulator(NS-2), which we = e cme:sensmg

used in our simulations. The topology we studied is the sameg 5¢¢

considered in [1] [2] [3] [5] [7] [8], the only difference baj

that we con gured static routing and ARP tables. This has Fig. 2. Multichannel MAC protocol

two effects: (i) collisions involving routing packets or AR

requests are eliminated; (ii) there are no route failureneye I [14] our multi-channel MAC protocol has been shown

thus the multi-hop network is always connected. By removirt§ bring about a capacity gain, mostly due to separating

a potential source of TCP performance degradation, we &@naling from data traf c. The numbeN of data channels

thus able to isolate the anomalies resulting from the inteva Nas a relatively small impact on performance. For this nreaso
between TCP and the 802.11 MAC. many of the performance results shown in Section IV-A have

been obtained with the multi-channel MAC with only one data
o channel (referred to in the following aplit-channelMAC).
\j,xj' e A similar, but more complex, approach has been used in
o 2 ) [16]. In this paper the authors propose a bidirectional imult
channel 802.11-like MAC. When a node has data to send

\lj/ 3'," U 7,": wo it begins a three way handshake to reserve one channel for

Backoff
.

Data Channel 3
it

a bidirectional communication. As in our protocol the RTS
carries the free channel list and the estimated transmissio
duration. When the destination node receives the RTS, if it
Fig. 1. Multi-hop scenario has data to send back (for example TCP ACKs), it increases
the channel reservation duration to include its own frame an
it sends back this information in the CTS. The three way
[1l. M ULTI-CHANNEL SOLUTION handshake ends with a CRN frame to inform hidden nodes
In this Section we describe a multi-channel MAC aiming diot receiving the CTS of the selected channel number and
reducing the number of collisions due to hidden terminal§f the duration of the bidirectional transmission duratién
as shown in Section IV, this can help TCP achieve bettfawback of this approach is that it heavily modi es the MAC
performance in terms of fairness and throughput stabaitgl !ayer, while our simpler protocol is transparent to the MAC
facilitates the coexistence of competing TCP ows. and it can be implemented at the PLCP layer.
We. refer_ to the multichannel .802.1_1 pro_tocollde ned in IV. SIMULATION RESULTS
[14], in which the overall bandwidthV is divided into one
control channel, with bandwidtiV., used to carry RTS and
CTS frames, antll data channels each with a bandwi

We carried out simulations in the scenario described in
Section Il, by using a static routing table in each node. With
the NS-2 standard values for the transmission power, carrie

W,)=N used to carry data packets and acknowledgments. .
fb)\s extension of tr?e stanzard 802.11, each nodg tracks H%ect threshold and defer threshold the radius of the ageer
' rea is 250 meters, while that of the interference area is 550

state of each channel both with physical carrier sensing aﬂc?t
with virtual carrier sensing by setting one NAV (Networlé“?z.ers' 3 plots the th hout of th work th
Allocation Vector) timer per channel. Each node builds & lis \gure S plots the throughput of the network versus the
of idle data channels on the basis of the NAV timers. number of hops between source and destination nodes, for
The control Channel is acces_sed with CDMA/CA as in 1yote that only CTS frames can be used to set NAV timers sinc8 RT
802.11. If there is at least one idle data channel, the nofienes carry a list of indices of free data channels and nanglesindex.



various values of the maximum si¥g of the TCP advertised For less than 3 hops the UDP source saturates the

window. In order to validate the simulator, for the simpleste network, and many packets are lost due to buffer over-
W =1 we also plot the throughput evaluated analytically as  ow. TCP instead works avoiding loss of packets, thus
THyn = payload=RT Ty, whereRT Ty is the round-trip-time reducing the offered load. For this reason it is obvious
for a N -hop network: that in full visibility scenarios UDP outperforms TCP in

terms of throughput.

RTTn = N [2(rrs * lcrs + lack + loies + For 3 or more hops our UDP source has also been

+3lsiks + BO +lrcp pata *ltce ack designed in order to avoid packed l&sk this case the
The termdpirs , Isies are the time duration of the DIFS and ~ TCP through_put decreases \_Nl_th an increasing n_umber of
of the SIFS (50 s and 10 s), Irrs, lcts andlack are the node_s, until it reaches a minimum (for large windows)
duration of the RTS, CTS and ACK frames transmitted with  that is almost half the UDP throughput.
a data rate equal 2Mb=s, Itcp pata andlrcp ack are In gure 4 we plot the throughput of a 4-hop ow versus

the duration of the transmission of the 802.11 DATA frameé#ne for the case of advertise window = 32 (left gure)
carrying the TCP-DATA packet and the TCP-ACRBO is andW = 1 (right gure). With W = 1 TCP works as the
mean duration of the backoff (it is 16 slots, each one of 2ZImple STOP-and-WAIT algorithm and only one packet for
s). For all simulations a xed TCP packet size of 1500 bytegach round-trip-time is in y in the whole multi-hop network
has been used, ®TTy = N 8768s . and so no collisions occur. In these graphs we can see that,
due to collisions, the throughput achieved by the TCP sessio
using a large contention window is not stable and its average
ERupronimum - is smaller tha_n t_he one_obtained by sending one packet fo_r
v each round-trip-time. This happens because when a packet is
mmrcew=t | discarded by the MAC due to the limit on the number of
| | retransmissions, TCP assumes the network is congested and
so it reduces the transmission window size. Moreover, if the
TCP sender (in this case node 0) does not receive an ACK
within the retransmission timeout it re-enters the slowtsta
phase.
The effect shown in the last gures is due to the interaction
of one TCP ow with itself and with the collision avoidance

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16

Nurmber of hops algorithm of the 802.11. This is the incompatibility proive
Fig. 3. Throughput as function of the number of hops and oftieaimum  described in [1].
TCP window size The next two gures illustrate the problem of unfairness

among many TCP ows, discussed in [2]. Figure 5 plots the

In the same gure, TCP throughput is also compared i@roughput achieved by two contending ows in an asymmet-
that of an UDP reference source, designed so as to reachca| scenario: a multi-hop ow (2 hops) competing with a
quasi-optimal throughput. When there are less than 3 hofiigle-hop ow?. We can see that the multi-hop session is
between source and destination, each transmitting nodses a&ompletely shut down after the single-hop session starts.
to sense the transmissions of all the other nodes: thus fat wh Figure 6 plots the throughput of two competing ows in a
concerns the physical carrier sensing the nodes are in fgllmmetrical scenario. In this case we can see that in the long
visibility of each other, and the source saturates the nétWoperiod there is fairness in the throughput achieved by each
thus achieving the maximum throughput. With more than 3y, put there are long periods of time in which the ows are
hops there are hidden nodes in the network; in order to aehi%{ternatively shut down.
the maximum throughput we transmit at the highest possibleThese effects happen because a IEEE 802.11 node that
constant rate while avoiding collisions. To do so, the seur@xperienced a collision in the last transmission, doubigs i
works as a CBR traf ¢ generator, with a time between packeggntention window (until the maximum size is reached) and
equal to the maximum time necessary for a packet to travegg it has a smaller probability of accessing the channel for
3 hops when the backoff stage is 0 (no collision scenario).the next transmission compared to a node that experienced a

We can see in gure 3 that the TCP throughput decreasggccess. In symmetrical scenarios, as the one in gure 6, the
due to the collisions between packets traversing diffeheps. disadvantaged node succeeds after some attempts, and so the
Short chains of nodes can achieve a slightly higher throughgijtuation overturns. In asymmetrical scenarios some nades

by using a small TCP window size. On the contrary, in thgiways disadvantaged for topological reasons and so they ha
case of long chains, a small TCP window size does not allow

us to use the “pipeline” of the network and so the throughput?Note that this is true because we assume there are no packetiuk to
will be low. It is important to note that the UDP throughpu{;hapnel error, but only due to collisions, which we avoidéthwan opportune

. P]a ing of the UDP source.

1S always greater than the TCP throthpUt for both short a Here and for all the following result we set the advertisedein W = 1
long chains. Let us distinguish the two cases: to avoid collisions between packets of the same ow.
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Fig. 4. Throughput of a 4-hop ow versus time for advertisendow W=32 (left gure) and W=1 (right gure)

very little probability to access to the channel. In thisectse
retransmission timeout of the longer (in terms of number ¢

hOpS) multi- hOp TCP session eXpIreS the TCP source ra@sentSecond session startmg at t=20s First session starting at t=10s
the slow start phase and retransmits the packet. With vety i~ 7%° ‘ ‘ ‘ ‘

probability the retransmitted packet will be discardediadg P’V\P f
the MAC and so the RTO expires again; the effect is that RT: 6001 1
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= 400t |1 A. Performance with multi-channel MAC
In this section we compare the performance of the multi-hop
2007 1 network using the single-channel standard IEEE 802.11 wit
the results obtained by adopting the multi-channel prdtoco
% 20 20 60 80 100 120 120 described in the Section IlI.
Time s Figure 7 plots the throughput versus time for a multi-hop

ow (2 hops) competing with a single-hop ow in wireless net-
Fig. 5. Throughput of a single-hop ow and of a multi-hop owni work adopting the split-channel protocol. Comparing thiw
competition gure 5 we can see that while in the single-channel network

the multi-hop session is completely shut-down after thglsin

hop session starts, in the split-channel network this effec



partially reduced thanks to the reduced number of collision
In this case, the multi-hop TCP connection achieves low ar

unstable throughput but is not shut-down. This instabidify Second session starting at t=20s First session starting at t=10s
the throughput is due to the fact that collisions also happe "°°[ Bw,.=0.2 BW Split channel |
with multi-channel protocol even if with a lower probabjtit {CC+1DC)
moreover, the exponential backoff mechanism favors theno 6001
that experiences a successful transmission.
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V. CONCLUSIONS AND FUTURE WORK
2000 , We have shown that, in a multi-hop wireless network, com-
LA m petition between TCP ows results in a very unfair outcome,
0 ‘ A ‘ »AA_I\.JV\IJ\A A in which some ows may starve completely. Contrarily to what
0 60 80 100 120

0 20 4 140 stated in some works, this is a basic problem related to the

Time s interaction between MAC and TCP, and cannot be solved by
) _ _ ~ modifying the routing protocol or even by suppressing mogiti
Fig. 7. ~ Throughput of a single-hop ow and of a multi-hop owni 544 ARP packets. We have also shown how a multi-channel
competition in a split-channel network ’ . .
MAC protocol can allow multiple TCP ows to coexist. In
the future we aim at developing an algorithm to dynamically
In gures 8 and 9 we plot the throughput of two Competin@idapt the number of data channels to the traf ¢ situation.
ows in a symmetrical multi-hop network in the case of split-
channel and multi-channel MAC (2 data channels). Comparing
these gures with gure 6 we can see that while in the single{1] Shugong Xu and Tarek SaadavRevealing TCP Incompatibility Prob-

channel scenario there are long periods of time in which the 'ﬁg:/"‘zggfll'base‘j Wireless Multi-Hop NetworsEE GlobeCom'01,

ows are alt_ematively ShUt'downi_USing the_ split-chankiéC ~[2] Shugong Xu and Tarek SaadawRevealing TCP Unfairess behavior
the ows fairly share the capacity even in the short period. in 802.11 based Wireless Multi-Hop NetwgrkS8EE PIMRC'01, vol. 2,

i i it ic ingt pp E-83-E-87, San Diego, USA, Oct. 2001
Notice that, while for the split-channel MAC there is ingtdp 3] Q. He, X. Shen and P. Himproving TCP Performance over Wireless

due to the still high collision probabili_ty, Us_ing 2 data ni_lels Ad Hoc Networks with Busy Tone Assisted ScheERASIP Journal
the throughput of the 2 TCP sessions is stable: without a on Wireless Communications and Networking, Vol. 2006, Babd 1
; iai ; u [4] C. Rohner, E. Nordstrom, P. Gunningberg, C. Tschulfiteractions
Stat.lc decision the data Cha.mnels are dynamically and "well between TCP, UDP and Routing Protocols in Wireless Mulfi-bid
assigned to the 2 TCP_ sessions such that they Can run together o Networks IEEE ICPS Workshop on Multi-hop Ad hoc Networks:
and the number of collisions does not compromise the network from theory to reality (REALMANOS5), July 2005
; i i i [5] Z. Fu, H. Luo, P. Zerfos, S. Lu, L. Zhang and M. Gefllae Impact of
funcyonahty. Notlcg also that in all the cases reported th Multihop Wireless Channel on TCP PerformantEE Transactions on
multi-channel solution achieves Iovyer aggregate throughp Mobile Computing, 2005, vol. 4, no2, pp. 209-221
and lower per user throughput. This because the bandwidf] K. Xu, M. Gerla, L. Qi and Y. ShurCP Unfairness in Ad Hoc Wireless
is statically divided into two parts: 20% to the control chah Networks and a Neighborhood RED Solufidiireless Networks 11,
o 2005, pp. 383-399
and the remaining 80% to.the Qata channels. RTS, CTS, DATfY s M. EIRakabawy, A. Klemm and C. LindemarFCP with Adap-
and ACK are thus transmitted in a slower channel and for this  tive Pacing for Multihop Wireless Network#lobiHoc'05, May 2005,
reason the multi-channel protocol achieves lower throughp _ Urbana-Champaign, lllinois, USA .
H thanks to the reduced number of collisions theimult[s] K. Nahm, A. Helmy, C.-C. J. KudCP over Multihop 802.11 Networks:
owever, Issues and Performance Enhancem&mbiHoc'05, May 2005, Urbana-

channel protocol works better than the single-channel. Champaign, lllinois, USA
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