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Abstract— The extensive availability of cost effective com- 1) Packet timestamps:to sustain an high packet rate, the

modity PC hardware pushed the development of flexible and PC must drive interface cards by polling and this results
versatile traffic monitoring software such as protocol anayzers, into poor timestamp accuracy:

protocol dissectors, traffic sniffers, traffic characterizrs and IDSs . . L
(Intrusion Detection Systems) 2) Packet loss: packet loss can be experienced if either

The largest part of these pieces of software is based on the the packet rate is too high and the hPSt CPU cannot
well known libpcap API, which in the last few years has become allocate/release memory for packets or if the system bus
a de facto standard for PC based packet capturing. cannot keep the pace of the incoming data.

Many improvements have been applied to this library but it
still suffers from several performance flaws; these flaws araot
generated by the software itself but by the underlying hardvare

Moreover, in many cases, only off-line computing can be
performed on incoming packets since no extra CPU power is

bottlenecks. left for on-line analysis (all the CPU time is used to capture
In this paper we present the architecture and the implemen- packets) [7] [8].
tation design of a new traffic monitoring device, implemente This poor performance is mainly due to the lack of packet

by an Intel IXP2400 network processor PCI-X card connected 5 mnting capabilities on the network interface cards whic
to a gigabit ethernet LAN hosting a cluster of common persona

computers running any libpcap based application. commonly equip comr_nodity PQS: these in_terface cards are
Since this is mainly an architectural work, only very pre- Uncapable of either timestamping the arrival of a packet
liminary experimental results are presented, while every @sign (avoiding interrupt latency) or to filter out unwanted péske
choice is justified from a theoretical point of view. (avoiding memory allocation/release for unwanted pagkats
Index Terms— Traffic monitoring, protocol analyzer, traffic O feed the host PC with only a fragment of the packet instead
classifier, network processor, packet capturing, traffic clarac- Of the entire one (avoiding system bus saturation).
terization The research activity described in this paper proposes an
architecture to combine the flexibility of general purpos&sP
(equipped with libpcap based applications) with the power
[. INTRODUCTION AND MOTIVATIONS of network processor cards of the Intel IXP2400 family (see
section I). The result is a system capable of capturing gesck

In the last few years,_the availability qf fI_eX|bIe, easy GigaEthernet links without loss and with good timestamp
use and easy to customize network monitoring software, h curacy

proposed the PC as a suitable platform for network monigprin
and testing. Application such aspdump[3], wireshark[1],
ntop[2] etc., prove to be very effective and flexible for largéh. The Basic Idea and Issues

a variety of monitoring tasks. Figure 1 depicts a scenario where the two flow directions of

Most of these pieces of software are based on the wallGigabit Ethernet optical fiber are both split into two ogatic
known libpcapAPI [3], which in the last few years becamesignals: the first signal is scattered to an output fiber wihiée
a de factostandard for PC based packet capturing. second passes through the splitter. Hence, there are twatout

Many improvements have been applied to this library [5] [G]bers, one for each direction.
but it still suffers from performance flaws; these flaws aré no This is the best available way to “copy” network traffic
generated by the software itself but by underlying hardwatieough some others are possible (e.g. configuring port mirro
bottlenecks [7] [8]. ing on layer 2 network devices).

All these applications are often used together with The output fibers of the splitter are connected to two of the
high-end PCs to capture, analyze and characterize traffin frthree optical interfaces (see section Il) of a Radisys ENR26
high-speed links; in all these cases, their main weaknessNistwork Processor (NP) card, while a cluster of PC-based
evident: low performance. Traffic traces produced by suchLinux boxes is connected to the third interface via a gigabit
combination of hardware and software suffer from two typesthernet switch. PCs and NP are also connected via a standard
of uncertainty: 100BaseT Ethernet LAN (by using tleentrol interfaceon the
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Fig. 1. Conceptual scheme of the monitoring system

to the cluster: using the third port fiber of the NP board.

On the PC side, the batch frame is received and must be
dissected and delivered to some monitoring application.

The main advantages of this architecture are:

1) Timestamping accuracy in that it is performed by the

NP card without the interrupt latency typical of a PC;

2) Heavy CPU offload as unwanted packets are dropped at
the NP level and are not delivered to any PC and since a
pre-classification is performed on packets, bringing even
more CPU offload (for example in flow identification).

At this stage, the main issue of this architecture would e th
incompatibility between the proposed batch frame and all th
available libpcap-based applications. Next sections rimsc
the implementation design of the entire architecture made u
of an NP-side timestamping and classification applicatioth a
a PC-side kernel space abstraction layer which guarartiees t
compatibility with any libpcap-based application.

Il. THE IMPLEMENTATION DESIGN

The 1XP2400 is a fully programmable network processor,
which implements a high-performance parallel processimg a
chitecture on a single chip suitable for processing complex
algorithms, detailed packet inspection and traffic managgm
at the wire speed. The IXP2400 architecture combines a
high-performance Intel XScale core with eight 32-bit MEv2
microengines which cumulatively provide more than 5.4 giga

operations per second (capable of processing, namely, up
to 3.6M packets per second). Each microengine has eight

NP) supporting a standard TCP/IP connection used to issy§dware-assisted (i.e.: zero-overhead context switoleats
configuration commands from user interfaces; thereforeyeveys execution.

PC on the LAN can issue configuration commands to the NPThe Intel XScale core is a general-purpose 32-bit RISC

via a client/server application (the server resides on tRe Nyrocessor (ARM Version 5 Architecture compliant) used to
while each PC runs an instance of the client). manage the NP, to handle exceptions and to perform slow
This is currently the most general scenario in which it iath packet processing. The XScale processor and the whole
possible to use such an architecture (for a three port scenafket of u-engines run at 600 MHz. Microengines provide the
see section 1V) but, in order to justify some of the followingrocessing power necessary to perfoiast data pathtasks
statements, we need to assume that only one of the tw@at would require very expensive high-speed ASICs. The
flow directions of the fiber (up-stream or down-stream) iXP2400 NP is hosted by a third-party board. We adopt the
really connected to the NP and monitored. In the followinRadiSys ENP-2611 board, equipped with 8 MB of (very fast)
sections we will highlight the performance loss subseqt@entSRAM and 256 MB of (less fast) DRAM. This board provides
the concurrent monitoring of both down and up-stream flowiree Gigabit Ethernet optical interfaces, one Fast E#tern
directions using more than one of the NP’s interfaces.  interface for remote control and supports MontaVista Linux
Referring to this scenario, the basic idea behind the properating system running on the XScale CPU. The board is
posed architecture is to make the NP board performing at thieigged into a PCI-X slot of a host PC; this PCI connector is
wire speed (1Gbps: only up or down-stream) the followingurrently used only for power supply (no data communication
operations: takes place through it).
1) Packet timestamping:recording the arrival time of each The main goal of the entire _apphcatlon IS to accgrately
packet in the standard UTC format; timestamp packet_s f_;lnd to classify and extract a configurable
2) Packet classification and filtering:selecting only those portion of them within our IXP2400 Network Processor. The

packets useful for the user and assigning each packe?%“cation is made up of an NP-side module anq a-PC-side
unique flow identifier based on a rule set; module. A complete description of the whole application and

3) Header striping: getting only the necessary informatiorits components will be elaborated upon in the next sections.
(e.g. the firstn bytes); ) ) . L
4) Batch frame crafting: collecting all this information in A- Network processor side: timestamping, classificatiacit

batch frames, each containing information of several (ffgme crafting and configuration
to 19) packets; The NP side of our traffic monitor application reflects the
5) Sending batch frames to a commodity PC belonging IXP processor hierarchyu-engines are in charge of packet
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L = Fragment Length
timestamping and classification and batch frame craftindgwh F = Flow |dentificator
the XScale deals with timestamp calibration, classificatic R = Reserved for future use
table setup and_ update and parametgr reconfigura_ti.on. : FRAG = Packet fragment
the XScale functions are driven by a client/server appbcat STAMP = Packet timestarm
whose peer is the user interface residing on each of t..c P
cluster’s PCs.

The entire NP-side application is depicted in Figure 2. b th
figure, circles represent rings, which are on-chip circ&i&O
queues (used for intgr-engine communication). The externapacket digest is copied onto the batch frame correspondent t
rectangles represent processors. The internal rectangpes its flowlD.
resent the pieces of code that implement specific functionsThe timestamping operation consists of recording the alrriv
In a u-engine, these pieces are namedlocks, while at the time of each packet. The arrival time is intended as the time
XScale level they are called “core components”. t, at which the first bit of the packet reaches the network

1) p-engines application scheme (timestamping, classificaterface. Unfortunately, packet reception (the actionref
tion and batch frame crafting)referring again to Figure 2, trieving packets from the wire to the CPU which is the first
white p-engines contain the driver-blocks, directly provided bglace where timestamping can be performed) is a compound
Intel and strictly hardware-dependent, dealing with lowele operation (made up of many stages) in most network intesface
functionalities. and RadiSys ENP-2611 board is not an exception. Then, in

The whole application can be summarized as follows. order to derive the timestamping accuracy of the system, we

The RX p-engine retrieves packets from interface and putseed to accurately examine what actually happens whenever
them in Ring 1. For each packet, the arrival time (really th& packet arrives at the board.
arrival time of the first mpacket, see below in this sectioing, The Gigabit Ethernet interfaces of ENP2611 are controlled
entire length and the first bytes of the packet (default=64) areby a Sierra PM3386 and a PM3387 Gigabit MAC device (see
recorded. The secondengine (UE 0x01) classifies the packetfigure 4). Those devices forward received frames to an FPGA
it receives from Ring 1 (by assigning themflaw identifier Bridge connected to the MSF interface of the IXP2400. The
(flowID) between 0 an@'% — 1 or by simply dropping them) MSF operates in POS-PHY Level 3 (aka SPI-3, aka PL3)
and sends them to the nextengine (UE 0x10) which copy all mode and splits packets in fixed-sized chunks catgdckets
data buffers (each containing flowlID, length, timestamp ar{d/hose size is configurable as 64, 128 or 256 bytes). In ooder t
the firstn bytes of a packet) together to create a batch framagoid contention on the PM3386, in our application, one ef th
(the batch frame format is depicted in figure 3). Finally, thivo interfaces connected to this chip is used for transimissi
batch frame is passed to the Transmisgie@ngine to be sent while the remaining one, together with the one connected to
to one of the (max 32) PCs belonging to the cluster. the PM3387 chip, is used for packet capturing.

The batch frame header has the source address set &t start-up time, all theRX u-engine threads place them-
the MAC address of the outgoing interface, the destinati@elves on a freelisRx_FREELIST), thus stating they are ready
address set as the MAC address of the correspondent cfustier’handle a new mpacket. Each time the MSF receives an
PC and the type field set to an unused value (0x9000). Aspacket, it awakes the first thread in the freelist and delive
depicted in figure 3, the payload is build with a variablthe data to it. TherRX threads gather the set of incoming
number of packet digestseach made up of all the packetmpackets from MSF and merge them, thus reassembling
information (flowID, length, the n-bytes fragment and theriginal packets. When dealing with timestamping operatio
arrival timestamp). The length of the fragment can be diffiér the main concern is the jitter of the delay each stage inteslu
among different flowIDs. (a fixed and known amount of delay between the real and

The code running on the Ox1@-engine (batch frame measured time is not an issue since it can be subtracted to the
crafting) contains a table with the correspondence betwemreasure). In the following, we shall try to show that upon
flowID and the MAC address of the PC in charge of processimgceiving traffic from one interface, the delay between the
that flow. At a given time, the application maintains up tarrival time and the timestamp operation is almost constant
32 batch frames (one for each PC of the cluster) and eamh the ENP2611.

Fig. 3. Batch frame specification



Radisys ENP2611 board | total amaount of time necessary to timestamping a packet is
Tproc = 80ct + Tiq, Wherect stands forcycle timesand T,

GbEth is the memory latency. The worst case occurs whenever all

x-ovr (=) PM3386 ki packets are 65 bytes long: in this case, we have a 64 bytes long

GbEth N mpacket plus one extra 1 byte long mpacket. The total amount

X-cvr SPIS b MSF | 1XP2400 of time necessary to process this packet is the time negessar
bridge process two mpackets (i.e. 2 tinEs.,.), while the interarrival

GbEth (1| PMasgT = time is 408ct. Hence, to have a steady state lossless packet

x-cvr processing,T,roc < 204ct must hold. Experimentally, we

observe that the RX:-engine running this code can process
up to about 3Mpps without loss, which proves that the above
inequality holds.

Fig. 4. Hardware packet receiving chain Unfortunately this proves only that the mean value of the
latency is such that the time budget is sufficient but it does
not prove that there is always a ready thread since a spurious

Both the PM3386 controller and the SPI-3 bridge forwartthdom memory latency could affect some timestamps. To
incoming frames as soon as a certain amount of bytes (@¢oid this random error, four of the eight thread of the RX
shall hereafter call it “forwarding threshold”) is receive €ngine are assigned to the first interface, while the remgini
Forwarding threshold can be configured to 64, 128 or 2%%es are assigned to the second one. Béilg the number
bytes. Since the minimum packet size on Ethernet is 64 byt€§ thread assigned to a given port, we can assume that there
in order to avoid timestamp jitter due to different packds always a ready thread iRX_FREELIST if RX processing

lengths, we set the “forwarding threshold” and the mpackéglay is less than the minimum interarrival time (680 ns on
size to 64 bytes. Gigabit Ethernet) times the number of threads:

This way, the first thread in theX_FREELISTis awaken at  g3onsx N, = 364ctx Ny, = 364ctx 4 = 1456 > Tproc (1)
time ¢, with a fixed delay from the arrival timg,. The delay ) ) ) )
t. — t, consists of the sum of three latencies correspondin?lnequa“ty (1) always holds since, experimentally,.,. is
to the three interfaces that data has to cross. The first delafiways less than 200 clock cycles. As reported in the IXP2400
the time it takes to reach the "forwarding threshold™ with data sheet, itis possible to assume the signaling time ta@awa
the PM3386 and is simply given by, = 512bits/1Gbps= 2 RX thread to be very small. Thus, by using more than one
0.512us. Then the PM3386 has to transfer data across tH¥ead per port, we make sure that tRX ;-engine threads

second interface toward SPI-3 bridge and it takhs = Can always receive thg first_ mpacket of a packet with a fixed
B1ZbS/ 3901 o (). 154s. Finally, the SPI-3 interfaces operate§lelay from the real arrival time.

at the same speed as the second one, thus adding an equd$ for packet batch creation, both the amount of data
delayd, = d;. Therefore, provided there is an available thred@ken from each packet and the packet batch total size are

ready to timestamp the packet as soon as it arrives, the tiffdfigurable. Once the amount of data in the packet batch
lag t, — to = do + di + do = 0.820pus is fixed and known. ~ reaches the configured size, it is sent to ¥ p-engine.

We now have to prove that always there is such a threafjoreover, a timeout is provided to make sure that non-full
cket batches are transmitted if no more packets arrive.

First of all, it is worth describing the operations perfodizy P2

a thread of theRX u-engine when it receives the signal that a 1imestamp is provided by the use of 64-bit timestamp
packet arrived. Those operations are: registers within théRX p-engine. Such registers are increased

. : by one every 16 clock cycles (we shall call it "NP-tick™).
1) Packet timestamping _ Then each packet is timestamped with a value given by
2) Copying mtp the DRAM packet data and timestamp te —do—dy — dy = t, — 492ct = t, — 31 ticks.

3) Context switch What explained so far shows that the timestamp accuracy
In the first step, theu-engine simply reads a timestamps sufficient for all the applications mentioned in sectign |
counter (see below) and stores its value into an intermabreover it is worth to discussing the accuracy of the timer
register; therefore, this step is very fast. In the secoeg,stused for timestamping. As already mentioned, the timestamp

the p-engine instructs the memory controller to write packetounter (which is an internal register of theengine) increases
data and timestamp into the DRAM. These first two stepvery 16 clock cycles. This means that each “tick” repreaent
together take about 80 clock cycles to be executed. In thme of 16/600us = 0.03us. Just to quantify the goodness
third step theu-engine puts itself in an idle state until theof such granularity, it is worth reminding that the most
memory executes the requested operations and switchesnmr sensitive application is traffic characterizatiom;this

the first ready thread in thex_FREELIST (context switch); application the measure which has to be very accurate is
when all the memory operations are completed, the thretid inter-arrival time of packets. Since the minimum inter-
is signaled by the memory hardware itself and can restartrival time on a Gigabit Ethernet link 8.68..s, we obtain

its operation. It is clear that, while the memory controller a maximum error of4% using only one port, 0b% when
executing the requested operations, thengine can be usedusing two ports and 3% when using three ports (the use of
to perform other tasks by means of another thread. Hence, theee ports has not been designed yet, see section 1V). Users



Hocale classifier table during the update time. Meanwhile, packets
Clss,table can still be processed thanks to a cache table that stores flow
T User Space information and classification results. This message exgha
v Kernel Space is triggered by relevant commands sent by the remote user
TLC Classifer_CC interfaces residing on cluster's PCs.
The XScale application is also responsible of setting the

desired numben of bytes to be captured for each packet

belonging to a given flow and managing the flowID spaces
UE 002 (only flowIDs from 0 to2'6 — 1 are possible) which have to
be assigned to the various PCs without collisions.
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B. PC side: compatibility abstraction layer and user ingeré

Ring 2.5 The PC-side application is composed by two components.
The first is a Linux kernel module which implements a
compatibility abstraction layer, while the second is a user
space application built by a front-end (user interface) and
involved in traffic characterization have to be aware of ghe9ack-end which passes user's configuration commands to the
granularity limitations. kernel modqle (via ioctl system ca!ls) and to_ the NP (via the
If packets are concurrently captured from two interface@,bove mentioned TCP/IP connection established on the Fast

Fig. 5. Functional scheme of the classification application

we have a timestamp error when two mpackets are preserftég€net control interface). o _

to the SPI-3 chip by PM3386 and PM3387. An upper bound 1) Kernel space — the compa_tllbnlty abstraction layer:

of the timestamping error is obtained in the worst case whidflis module acts as a compatibility layer between the NP-
takes place when two mpacket arrive exactly at the same tifie Communication protocol (which simply is the batch frame
to the SPI-3. In this case one of the two mpackets has f@fmat), and the standard packet processing chain of thexLin
Wait Eyner = di +80ct = 0.287us before being timestamped.kernel on which the libpcap API is based.

Comparing this error with the minimum inter-arrival time we The module registers itself as a virtual “network layer”
obtain an error ofi2% which is much larger than the% due Capable of processing ethernet frames with the type fieldlequ
to the clock granularity™). to 0x9000.

We will not deal with the details of the classification The module also creates up #° virtual interface cards
application here, since it has already been published;ereadMon0 to mon65535 (one for each flowID), then implementing
interested in some classifier internals can look at [4]. an abstraction layer toward the system. Every time a batch

2) Xscale application (configuration)The XScale proces- frame is received by the_kernel, it is steered to this laydchh
sor handles the functionalities concerning timestampboadi N turn, extracts from its payload all the packets together
tion, classification table setup and update and paramet@f# their imestamp and flowID. For every extracted packet
reconfiguration. Moreover, it cares of interfacing to therus digest, a new correctly timestamped packet is generated and
side (residing on the cluster PCs) by means of an instanceli@nsmitted on the virtual interface indexed fhywID.

a client/server application for each PC of the cluster. Hence, a libpcap based application configured to monitor

Timestamp calibration is the operation of resolving thi€ interface e.g. mon5 (e.g. with the command tcpdump -i
correspondence between theengine timestamp, which is amonb5) will see all (and only) those packets with flowID 5, as
relative time, with the UTC time, which is an absolute timd] it was connected directly to the fiber (to which actuallgth
This correspondence (initial value plus counter frequiisy NP is connected).
passed to the PC-side application in order to allow a correctTherefore, this layer makes it possible to instruct the NP to
UTC timestamping (remember that the timestamps recordedW@rk an arbitrary micro-flow with a specific flowID, and to
the batch frame are the values of a 64 bit counter integrat@lyze this flow by simply connecting an application, such
into the y-engines; this number has no sense in the PC sida§ wireshark to the corresponding virtual interface.

As far as the classifier configuration concerns, a proper file2) User Space — the user interfac&he user interface is
is generated and passed to module Ctakée (see Figure 5 made up of a back-end capable of
and [4]), which builds the decision-making data structiitee « configuring the NP classifier via a TCP connection whose
XScale also manages the dynamic reconfiguration of the rule peer is the Xscale application;
set: this is done through a message exchange betweemrés .« instructing the NP to capture the desired numheof
componentsand p-engines [4]. Indeed, before the classifier  bytes from every packet (via the TCP connection);
table can be updated, the XScale must send a message 1 reading from the same peer the association timestamp-
p-engines in order to block any request to access to the UTC;

« configuring the abstraction layer via ioctl system calls.

n athre(_e port scenario, mpackets can experience corm_entjbonly on The front-end module simplv implements a user-interface
the SPI-3 bridge but also on the PM3386; therefore the coatipatof Fyyqx ply 1mp

in this case is slightly more complex. from which the user can configure the entire system.



[1l. CURRENT STATE OF IMPLEMENTATION AND point of view (will the host PC be able to forward all that
PERFORMANCE OVERVIEW packets without loss?). A variant of this solution will beeth
The overall system described so far is in the process $§¢ Of peer-to-peer PCI-X transactions in order to send the
actual implementation; currently it is at an intermediatege  Packets via the above mentioned PCI-X NIC connected to the
of development. host PC without involving the PC central CPU (thus solving

To date, the classification application is in an almost neatufhe performance issue).

development stage and some preliminary performance gesultFinally, anot_her Iimitatiqn of the system is that it cannot
show that: currently classify and duplicate packets to more than omve flo

in order to send a given packet to more than one processing PC
application. A possible solution involves the upgradéhef
values less thar20us (regardless of traffic distribution assifica_tion application (which must be able of handlings
and throughput) are guaranteed. with multiple target flowlDs), of the batch frame format (and
. . . hence the PC side abstraction layer) to bring multiple flasviD
As far as the rule set configuration concerns, a PHP mterfaﬁéer packet digest and of the batch frame crafting applinatio

is created to allow rules insertion by network administr&to to make it capable of copying a fragment across many packet

The timgstamping application and the !<erne| abstracti_(imjn?geStS (possibly with different fragment lengths).
layer are in alpha development state, while the control in- Despite the above mentioned limitations, both the theo-

frastructure (TCP/IP connection and ioctl system call)reve retical basis of this architecture and the preliminary ltssu

yet implemented. obtained from its in-progress implementation make it psami
ing as a general packet computing architecture to effigientl
IV. CONCLUSION AND FUTURE WORK exploit the power of network processor hardware and the
The paper proposes a packet capturing system architectilegibility of software based monitoring solutions.
which combines the power of a network processor card
with the flexibility of software based solutions; this bring ACKNOWLEDGMENT
W|re_speeq cap_turlng CaPaC'ty to applications such as draffi This work has been sponsored by the Italian MIUR research
monitors, intrusion detection systems, protocol analkyzer rogram MIMOSA
This system has enough processing power to capture fng
classify up to 3Mpps, but such a packet rate can be reached by
using more than one interface only; this, as already expthin
introduces a loss of accuracy in the timestamps. It is up Wireshark protocol analyzer (was Ethereal), http:/fwwireshark.org
h to find the correct trade-off between the capturlsl & oF network traffic probe, Aitp://ww.ntop.org
the user to fin - Wi ptu Lawrence Berkeley National Labs, tcpdumpl/libpcap, Wk Research
packet rate and the timestamp accuracy. In order to reduceGroup, http://www.tcpdump.org/
the IOSS Of tlmestamp accuracy' we are plannlng to redesiéh S Glorqano, G. PrOClSSl.,. F. Rossi, F. Vitucci. DeSlgn afMulti-
h licati ¢ . . t instead of one Dimensional Packet Classifier for Network Processors..Rid€C 2006,
the application to assign oneengine per port, June 2006
p-engine for all the ports. [5] P. Wood, libpcap-mmap, Los Alamos National Labs,
The entire system is significantly complex and not all of the_ http://public.lanl.gov/cpw/ o N
h b - | ted vet. Nonetheless. s %J. Mogul and K. Ramakrisnan, Eliminating Receive Live{oin an
compone.nts ave been impiemen ) yet. ) i ’ Qnterrupt-Driven Kernel, Proceedings of 1996 Usenix TéchnConfer-
future refinements are planned for this architecture in orae ence, 1996
overcome some design limitations. [7] Luca Deri, Improving Passive Packet Capture:Beyond i@ewPolling

. AR . Proceedings of SANE 2004, October 2004

The first limitation of the system is the use of a batc ] Luca Deri, Passively Monitoring Networks at Gigabit ®pe Using
packet regardless of the fragment length configured by the Commodity Hardware and Open Source Software, ProceedingaN
user. Hence, if a user asks the system to capture the entire2003, La Jolia, April 2003
length of the flowing packets, the resulting batch packet is
longer then the maximum ethernet frame every time a full size
packet is captured. To overcome this problem we are planning
to use oversized ethernet frames, exploiting the capgplufit
modern Gigabit Ethernet NICs to handle such packets.

A second limitation is the use of a gigabit ethernet intezfac
of the NP-board to send batch frames to the cluster; as amatte
of fact, the number of interfaces on an NP board is one of
the most important sources of cost and hence an interface is
a resource to be saved. Therefore, a better way to performs
operation would be, instead, to use the PCI-X bus (which
currently only gives power supply to the board) to transimit t
batch frames to the host PC and making it to forward them to
the cluster via a less expensive gigabit ethernet PCI-X NIC.
Only an experimental implementation of this solution wallt
us whether it could be a viable solution from the performance

« the system is able to support up to 15000 rules;
« a packet rate of 3 Mpps without loss and transfer del
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