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Abstract—In this paper, a new variant of the McEliece cryp- (LDPC) codes, whose decoding exploits iterative exchange
tosystem, based on Low-Density Parity-Check (LDPC) codess of messages among constituent components, based on soft-
studied. Random-based techniques allow to design large fahes 5t soft-output (SISO) modules. Thus, it seems intemgsti
of LDPC codes with equivalent error correction capability; . . - S N )
therefore, in principle, such codes can substitute Goppa cles, to investigate possible gppllcatlon of this kind Of codeshia
originally used by McEliece in his cryptosystem. Furthermoe, framework of the McEliece cryptosystem. The idea to adopt
Quasi-Cyclic (QC) LDPC codes can be adopted in order to LDPC codes in the public-key cryptosystem was first explored
reduce the key length, thus overcoming the main drawbacks in [4]; however, the main task of that paper was to demorestrat

of the original cryptosystem. Their usage, however, must be that the usage of LDPC codes in place of Goppa codes does
subject to cryptanalytic evaluation to ensure sufficient sgtem .

robustness. The author proves that some widespread famikeof not permlt to reduce the key length. ) o N
QC-LDPC codes, based on circulant permutation matrices, a In this paper, the system proposed in [4] is slightly modified

inapplicable in this context, due to security issues, whitsother and the possible application of Quasi-Cyclic (QC) LDPC
families of codes, based on the “difference families” apprach, codes in that framework is studied. These codes are easily
are not exposed to the same risk. However, another attack is ¢n\odaple, and have been included as an option in the IEEE
presented that obliges to adopt very Ifirge .codes in order to 802.16e standard for Mobile Wirel MAN 5] th )
ensure a good level of security against intrusions. e € standarad for Mo |§ |r.e egs [ ] t.us pro
viding a valuable reference in this kind of applications. An
l. INTRODUCTION algebraic technique is suggested to design a very large @umb

Since many years, error correcting codes have gained afnequivalent codes with fixed length and rate, which is the
important place in cryptography. In particular, just in 897 pre-requisite for their application in cryptosystems.socdes
McEliece proposed a public-key cryptosystem based on algdrould, in principle, overcome both the major drawbacks of
braic coding theory [1] that revealed to be very secure. Thige original McEliece cryptosystem, but their adoption thus
rationale of the McEliece algorithm, that adopts a generatioe subject to cryptanalytic evaluation. Previous attackehé
matrix as the private key and a linear transformation of WicEliece cryptosystem and new attacks tailored to LDPC
as the public key, lies in the difficulty of decoding a largeodes are presented: the first new attack is a total breatkatta
linear code with no visible structure, that in fact is knowthat can be conducted on codes based on circulant permutatio
to be an NP complete problem [2]. As a matter of fact, thmatrices, whilst it does not affect those designed with the
original McEliece cryptosystem is still unbroken, in thense proposed approach; the second new attack is targeted to the
that no algorithm able to realize a total break in an accéptaldual of the secret code and represents a serious threatefor th
time has been presented up to now. On the other handgcansidered cryptosystem, to the point it can compromise its
vast body of literature exists on local deduction attackes, i practical feasibility.
attacks finalized to find the plaintext of intercepted ciéets, The details of the code design method are given in Section
without knowing the secret key. Despite the advances in tHe where QC codes are described in general terms and an
field, however, the work factors required for this kind obverview of different design techniques is reported. Intf®ec
violation remain very high, and quite intractable in preeti Ill, the McEliece system using LDPC codes is reviewed, and
Moreover, the system is two or three orders of magnitudefasthe role of its matrix components discussed. In Section IV
than RSA, the latter being, probably, the most popular gubkryptanalysis of the new system is carried out, considering
key algorithm. A variant of the McEliece cryptosystem, duboth classic attacks to the McEliece cryptosystem and new
to Niederreiter [3], is even faster. attacks specifically targeted to LDPC codes.

As a counterpart, however, the McEliece system also shows
some drawbacks, that can justify the limited interest most
cryptographers have devoted to it till today; among thera, th Quasi-Cyclic codes have been studied since many years [6],
large length of the key and the low transmission rate. but they did not find a great success in the past because of

The current scenario of error correcting codes is dominattitkir inherent decoding complexity in classic implemepta.
by schemes, like turbo codes or low density parity ched¥owadays, however, the encoding facility of Quasi-Cyclic

Il. QuAsi-CycLic LDPCcoODEs
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and can be, therefore, associated to a polynomfid(z) €
GF(2)[z]mod (2P + 1), with maximum degreep — 1 and
coefficients taken from the first row &ff;:

i, 4,J 0,3 0.5 ,.2 4,5 ,.3 4,9 -1
a*? (z) = ag’ +ay? v +ay’a® +ay’ w0+ ayl 2P (4)

A. QC-LDPC codes based on Circulant Permutation Matrices

Figure 1. Encoder circuit for a QC code
A well-known family of QC-LDPC codes has parity-check
matrices in which each bIocIHifj = P;; is a circulant
codes can be combined with new efficient LDPC decodingrmutation matrix or the null matrix of sizg; circulant
techniques, thus yielding QC-LDPC codes, recently appkargermutation matrices can be represented through the vélue o
even in telecommunication standards [5], [7]. their first row shiftp; ;. Many authors have proposed code
The dimensiork and the lengthn of a QC code are both construction techniques based on this approach, like Tatne
multiple of a positive integep, i.e. k& = p-ky andn = al. in 2001 [8] and Fossorier in 2004 [9], and LDPC codes

p - no; the information vectom = [ug, w1, ..., ux—1] and based on permutation matrices have been also included in the
the codeword vectoe = [co, c1, ..., ¢n—1] can be divided |EEE 802.16e standard [5], thus confirming their recognized
into p sub-vectors of sizé, andn,, respectively, so thai = error correction performance. Another reason why thesesod
[ug, w1, ..., up_1] @andc = [co, €1, ..., Cp_1]. have known good fortune is their implementation simplicity

The distinctive characteristic of QC codes is that evefyQ], [11].

cyclic shift of ny positions of a codeword yields another code- The parity-check matrix of these codes can be represented

word; since every cyclic shift ofy positions of a codeword through a “model” matrixH,,,, of size rq x ng, containing

is led by a cyclic shift ofk, positions of the correspondingthe shift valuesp; ; (p;; = 0 represents the identity matrix

information word, it can be easily shown that Quasi-Cycliwhile, conventionallyp; ; = —1 the null matrix). The code

codes are characterized by the following form of the geweratate of such codes iB = kq/no and it can be varied arbitrarily

matrix G, where each blocks; has sizeky x ng: through a suitable choice of andng. On the other hand, the
local girth length for these codes cannot exceed twelve [8],
[9], and the imposition of a lower bound on the local girth

(1) length reflects on a lower bound on the code length [9].

: : .o The rows of a permutation matrix sum into the all-one

G, Gy ... Go vector, so these parity-check matrices cannot have fuk.ran

Precisely, every parity-check matrix contains at legst- 1

rows that are linearly dependent on the others, and the maxi-

o mum rank isro (p — 1) + 1. A common solution to ensure the

network and an adder, as shown in Fig. 1. full rank is that of imposing the lower triangular (or quasi-

It can be easily proved that the parity check matHxis |, er triangular) form of the matrices, similarly to whatrdo
also characterized by the same “circulant of blocks” form, lin the IEEE 802.16e standard [5].

which each blockH; has size(ng — ko) X ng = 7o X ng.
A row and column rearrangement can be applied that yielBs QC-LDPC codes based on Difference Families
the alternative “block of circulants” form, here shown fbet
parity check matrixH:
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This leads to an efficient encoder implementation, comgjsti
in a barrel shift register of sizg, followed by a combinatorial

When designing a QC-LDPC code, the parity check matrix
H should have some properties that optimize the behavior of
the belief propagation-based decoder. First of Hlimust be

0.0 0.1 e 0.no—1 sparse, and this reflects on the maximum number of non-zero
HS , HS R & coefficients of each polynomial®’(x). Then, short length
H= : : Lo ) cycles must be avoided in the Tanner graph associated with
ﬁ“ ﬁc ' 'Hc the code. .
ro—1,0 ro—1,1 - ro—1,no—1 The latter requirement can be ensured, as demonstrable

In this expression, each blo&kf ; is apx p circulant matrix: through algebraic considerations, whEhis a single row of



circulants {.e. v = 1), and the corresponding code rate is When considering LDPC codes, their equivalence needs to

R = (no—1)/ne: be verified under message passing decoding, whose perfor-
mance does not depend only on the weight spectrum. Gener-
H= [ HE H - HS } (5) ally speaking, two codes exhibit aimost identical perfoneea

when they have equal (or very similar): i) code length and,rat
Let (G,+) be a finite group, andD a subset ofG; i) parity check matrix density, i) nodes degree disttions

then,AD = [z —y: 2,y € D,x # y| is the collection of all and iv) girth length distribution in the Tanner graph asated
differences of distinct elements @f. Given a positive integer with the code.
s, and a multi-setM, sM = |J M is defined as copies of ~ Let us adopt a family of codes with fixed length and
Y i=1 parity-check matrices in the form (5), so property i) is eesu
An integerd, > 2 is then set as the column weight in
matrix H, so that property ii) is verified tood, integers
are then chosen in such a way to ensure the difference
family properties, and they are used to construct, through
Eq. (7), a parity check matriHl in the form (5), with rate

t R = (ng — 1) /ng. Since circulant matrices are regular, the

JAaD;i = x(G\{0}) (6) resulting parity check matrix is regular in both row and cotu

i=1 weights; so all codes have the same nodes degree distributio
In other terms, every non-zero element@fappears exactly and property iii) is verified. Finally, when a circulant miatr
) times as a difference of two elements from a base blodkas row (column) weight greater than 2, and it does not induce
As already shown in the literature [12], difference fanslie4-length cycles, it can be shown it corresponds to a Tanner
can be used to construct QC-LDPC codes. In particular, if vggaph with constant local girth length equal to 6, so propert

Let v be the order of the grougs,  and )\ positive
integers, withv > u > 2. A (v, u, A)-difference family (DF)
is a collection[Dy, ..., D;] of u-subsets ofG, called “base
blocks”, such that

consider the difference familyD,, - - -, D,,,], a code based on iv) is satisfied as well.
it has the following form for the polynomials of the circutan In a recent paper [15] the author has proposed, for the same
matrices{ H§, --- ,\ HS__, }: objective of McEliece cryptosystem implementation, toiges
p an EDF larger than needed, through a randomized version of
i - dis . ) the algorithm reported in [14], and then select randomly a
@ (@) = ;I © o i€ [lino] (7) subset of each block in order to have a QC-LDPC code. Each

. . ~ generated EDF hence produces as many different codes as
where d;; is the j-th element of D; whose dimension is the possible different random choices of its elements; ieor

p. With this choice, the designed matril is regular and to ensure large cardinality of the code family, howevers thi
all the elements in the difference family are used. It can kgproach can require large code length.

shown [12] that, by using difference families with= 1 in Therefore, it is preferable to adopt Random Difference
construction (7), the resulting code has a Tanner graphdreeFamilies (RDFs), that do not derive from EDFs, but rather are
4-length cycles. constructed by direct (constrained) random selection eir th

Some theorems ensure the existence of difference famililements. The constraints imposed serve to ensure the-diffe
with A = 1, but they apply only for particular values ofence family character of each set, namely that the designed
the group order, so putting heavy constraints on the codedes do not have 4-length cycles. A lower bound on the
length. Such constraints can be overcome by relaxing pa#rdinality C {RDF (no,d,,p)} of a set of RDFs with fixed
of the hypotheses of these theorems and then refining fhgrameters,, d,, andp can be evaluated, through probabilistic
outputs through simple computer searches, in the so-call@@uments, as follows [16]:

“Pseudo Difference Families” approach [13]; other authors
have proposed an alternative technique based on “Extended

no—ldu—l
Difference Families”, that ensures great flexibility in thede C {RDF (ng, dy,p)} > }(p) H H p _y
length [14]. Finally, a multi-set with the properties of a ~ p\do i—o jo1 P (®)
dlffe_rence_famlly can b.e constructed. by (::onstralned.) oamd j {2 —pmod?2 + (j — 1)2 /24 1-dy - (dy — 1)}
choice of its elements; let us call this a “Random Difference _ :
Family” or RDF. p—J

According with this expression, very high values of
C {RDF (ng,d,,p)} can be obtained, even for (relatively)

A first requirement when using an error correcting code inshort codes. As an example, by assuming: 1060, ng = 4
cryptosystem concerns the possibility to choose it at randgqwhich implies rateR = 3/4 andp = 265) andd, = 5,
among a very large class of equivalent codes. This way, we haveC {RDF (4,5,210)} ~ 2!, From the cryptanalysis
opponent, even aware of the code parametegsliéngth and point of view, however, it should be observed that an attack
rate), neither knows (obviously) the private key nor is able could be made on eadd{; block, which is equivalent to say
obtain it through a brute force attack. that the maximum number of trials for an eavesdropper result

C. Equivalent codes based on Difference Families



from settingny = 1 in expression (8). In order to preserve high10’
cardinalities, longer codes should be therefore consiti¢ghat |
however would remain feasible for application. As an exanpl
by setting, at a parity ofy, n = 8000 (that impliesp = 2000) )
andd, = 13, we haveC {RDF (1,13,2000)} ~ 2°7, high 10°4 ..-- =
enough to discourage a brute force attack on a single subn]%_q _'

trix.
10° 4
I1l. M cELIECE CRYPTOSYSTEM WITHLDPC CODES 10° ] BER FER
A. System description 107 I:jjzjjﬁi Ei E
A possible implementation of the McEliece system usin o+ uncoded
LDPC codes is as follows [4]. Bob, that must receive a 1'0 1(')0 ¢

message from Alice, chooses a parity check madfiamong
a family of a given class of LDPC codes. Let us suppose Emure 2. Performance attainable over the “McEliece chdrmeH and by
know that the chosen code, like any other in the same clabs;
is able to correct errors with high probability, under belief
propagation decoding. Bob also chooses an non-singular
dense circulant “transformation” matrid@’, and obtains the
new matrixH' = T - H, that, obviously, has the same nul
space ofH.

Bob then computes a generator mat, corresponding
to H’, in row reduced echelon form and makes it availab
in the public directory:G is Bob’s public key and it is

this product reveal directlyr - S~!, and right multiplication
Iby S permits to extract the plaintext as desired.

The eavesdropper Eve, that wishes to intercept the message
from Alice to Bob and is not able to derive matrEf from
Ithe knowledge ofG, is, as expected, in a much less favorable
Sosition. Even if H' can be derived fromG, it is made

unsuitable for LDPC decoding through the action of matrix

completely described by a single row of its non-systematf |, addition, H' is dense and this implies, for Eve, large
part, that is ak-bit vector. On the contraryfI and T form décoding comiolexity ' '

the private (or secret) key, that is owned by Bob only. The
system requires alsolax k non-singular “scrambling” matrix B. Choice of matrix S

S, that is suitably chosen and publicly available (it can be The residual errors after decoding are *
even embedded in the algorithm implementation). Also matr{

S has th_e “CIECUIa.rgS ?IOCK” form,hand Its (;ole IS FO Cau_SSavesdropper’s decoder, not only the FER is equal to 1 (which
propagation of residual errors at the eavesdroppers vegei means that all decoded sequences are erred) but also the BER

leaving the opponent in the most uncertain condition (that is practically equal td /2 (that is the most uncertain condition

_equivalent to guess the pIaint_ex_t at random). For this PEEPOfor an opponent). Similarly t&@, alsoS has to be rather dense,
it must be _suff|C|entIy dense in its turn. for doing, at the best, this error propagating action.

When Alice wants to ser_1d an encrypted message t0 Boby g reqyits of a numerical transmission simulation over the
she fetcheds from the_ public directory and cglculat@’ ~  “McEliece channel” (a channel that introduceserrors on
S~ - G. Then she divides her message itbit blocks and each frame) is shown in Fig. 2, where the error correction

encrypts each block as follows: performance achieved by the private mafxand by a public
x=u-G +e 9) matrix H' is shown. The considered code has parameters
n = 8000, £k = 6000 (p = 2000) andd, = 13. For further
wherex is the encrypted version af ande is a random vector evidence, a spars& matrix (with same column weight as
of ¢ intentional errors. The choice ofwill be discussed next. H) has been used to obtall’; employing dense matrices
At the receiver side, Bob uses its private key for decodinfas those requested for security issues) the performanBg of
In the ideal case of a channel that does not introduce additiowould be even worse.
errors, by a suitable choice of all errors can be corrected As mentioned, the value éfmust be upper bounded by the
with high probability (in the extremely rare case of amode error correction capability. In the considered exanpl
LDPC decoder failure, message resend is request, as discudisis possible to foresee that authorized users have nbigigi
in Subsection IV-A). Belief propagation decoding, howeveerror probability fort < 40, while, by assuming = 40,
works only on sparse Tanner graphs, free of short-lengihauthorized users have useless decoders (they achieee sam
cycles; therefore, in order to exploit the actual correttioBER as the uncoded transmission).
capability, the knowledge of the sparse parity-check matri Despite the effect of matrifT’, the error correction per-
H is essential. formance achievable by unauthorized users is still googl. Fi
By applying the decoding algorithm on the ciphertext 2 shows that, in our example, the uncoded transmission for
Bob can derivax- G’ = u - (S‘1 . G). On the other hand, ast = 40 achieves BER of the order &f- 10~3, which is quite
G is in row reduced echelon form, the firktcoordinates of unacceptable from the security viewpoint. A proper segurit

propagated” by
he subsequent product Wy, so that, at the output of the



level is restored by the action of the scrambling matrix, IV. SYSTEM CRYPTANALYSIS

that causes “propagation” of the residual errors. This can b Cryptanalysis is carried out considering both attacksaalye

explained in the following terms. developed for the original McEliece cryptosystems and new
If we consider the information part of the vector deCOdthtacks targeted to the proposed instance of it

by an opponenti, it can be expressed as= u - S™! + ¢,
where & is corresponding part of the residual errors ve@. Classic Attacks
tor. After the descrambling process, the decoded message i{'f’he first kind of known attacks are brute force attacks. As

U =1u-S = u+é-S; therefore the scrambling matrix 5044y shown, enumeration of the code set is too demanding:
S operates directly on_the residual errors. Reqlly, the ext erefore a brute force attack di (or a square sub-block

O,f the error prop.agatlon effect can be predlcteq throu H) should be excluded. Even the number of randomly
simple combinatorial arguments, un_derthg hypot_he_&ﬁhmt chosen (densel' matrices is extremely high. Other kinds of
randomly generated. At the same _tlme, th|§ pr_ed|ct|o_n PSIML yte force attackse(g. trying to decode the ciphertext, even
to design the features of matr (its density, in particular, | sing coset leaders) are unfeasible as well, like in theirailg

for a given size) that are compatible with the achieveme|(},FcE“ece cryptosystem

of a ;atisfactory security level, according with the pramed |, complexity attack, in the form of a local deduc-

defcnbedbbelﬁw. Y . iaht of & and v th tion, yet mentioned in [1], has been further investigated an
ket " be lt N farrr:mlng We'% to ve(_:t(:: a? v tse improved in the subsequent literature. Lee and Brickell, in

unknown value of the row (column) weight of matri. [17], propose a generalization of such attack, charaete gy

Moreover, Iet_us Suppose that the valuekofs fixed. Unde_r_ reduced complexity. The work factor of Lee and Brickell's
the hypothesis tha$ is randomly generated, the probabllltyalgorithm can be evaluated as follows:

that ;7 symbols 1 iné coincide with as many symbols 1 in a

generic column o8 can be easily calculated as follows: W; = T; (ak® + N; k) (13)
(7;) (]:7:17)) h o J t\ (m—t n -1 o 7 k d

Pj(v) = ——F—— whereT; = { =0 () (kﬂ)/(k)} , Nj =301 (7) anda,

(n) § andj are integers> 1. Assuminga = 8 = 1 (the most

Now, thei-th element of vectog - S is equal to 1 (which favorable condition for an opponent),= 8000 andk = 6000,
means that a residual error is present) any time the numdé& have thatiV; is minimum for j = 2 and, fort = 40,

of coincidences is odd. Consequently, the conditional prob¥2 ~ 2'°>%, that would be high enough to discourage the
ability that thei-th bit of @ is in error, whené has weight; attack.

and the row (column) weight d is v, equals: Berson [18] proved that attacks based on Information Set
e Decoding become very easy when the same message is
L= encrypted more than once (with different error vectors), or
P (err|n,v) = Z Pamy1 (v) (10) in the case of messages with a known linear relationship
m=0 among them. When considering LDPC codes, it is not easy
Finally, the probability that the-th bit of @ is in error, for the to determine the decoding radius under belief propagation;
same value, can be obtained as: therefore, for a fixed value of, Bob’s LDPC decoder may
k be occasionally unable to correct all the errors. In thiscas
P (err|v) = Z P (err|n,v) Ps (1) (11) that however occurs with extremely low probability, theifyar
n=1 check fails, and the uncorrected errors are detected. So,

message resending could be necessary. It should be noted,

where P; (n) represents the probability that vectér has hat th ) " the ofiai
weight 7, and, for the McEliece cryptosystem, can be esfiowever, that the same circumstance can occur in the ofigina

mated as follows: McEliece c.ryptosystem, though originated by d_ifferentszml
Berson-like attacks, however, can be avoided through a

(;) (g:;) simple modification of the cryptosystem [19]: for examphe t
Ps () = (T (12)  encryption map can be modified as follows= [u + & ()] -
k G’ + e, whereh is a one-way hash function wita as input

Expression (12) can be used, together with expression (18)d ak-bit output. Its contribution must be obviously removed
in expression (11). This way, it can be calculated, as an &y Bob, after successful decoding:= [u + & (e)] + & (e).
ample, that, fom = 8000, k = 6000 andt = 30, anS matrix  Another attack can be derived considering that the problem
with density of about 18% suffices to ensure maximum errgf finding e translates into that of finding the minimum
“propagation” action (that consists in obtaining BER eqeal \veight codeword of thén, k + 1) linear block code generated
1/2). On the other hand, it is expected that the scrambling _ G/
action has impact also for the authorized user (Bob). Inrot - x
words, a penalty in the error correction performance museight codeword is mostly unsolved for the case of LDPC
appear, that is compensated by the possibility to make tbedes. Actually, some algorithms have been studied [2Q], bu
system secure against unauthorized intrusions. they rarely succeed on long codes, like those adopted here.

. The problem of finding the minimum



Moreover, matrixH’ is not suitable for iterative decoding,circulant, is equivalent to calculate the periodic autoeiation
while these algorithms exploit belief propagation. of the first row of H;. WhenH, is sparsei(e. T is sparse)
An adaptation of the probabilistic algorithm originallyger the autocorrelation is everywhere null (or very small), aptc
posed by Stern [21], that does not rely on iterative decqdinfgr a limited number of peaks that reveal the couple of rows
has been applied to LDPC codes by Hirotomo et al. [229f H/ able to give information on the structure Hf;. On the
Even if this approach seems to outperform that based oontrary, wherH, is dense (suppose with one half of symbols
iterative decoding, it is hard to estimate the minimum disea 1), the autocorrelation is always high, and no informatien i
using Stern’s algorithm for code length > 2048, as the available for the opponent. In this case, the eavesdroppeisE
authors themselves acknowledge. koe 4096 andk = 2048  in the same condition as to guess at random. The relevarit poin
(that are smaller than those here considered), the workrfads that to have a dense matd’, when the proposed system
reache28-3. Even considering the quasi-cyclic property, suchdopts QC-LDPC codes based on RDFs, does not affect the
values of the work factor should discourage the attack. public key length: matrixG remains described completely by
a column of its non-systematic part.
B. Attacks to LDPC Codes 2) Attack to Circulant Permutation Matrices-based QC-
1) Density Reduction Attacks: These attacks, already con{.DPC codes: In the previous subsection it has been explained
jectured in [4], are specifically targeted to LDPC codes.  how the assumption of a matriR sufficiently dense may guar-
Let h; be thei-th row of matrix H and &’ the j-th row antee inapplicability of an attack that aims at finding sing|
of matrix H = T - H, and let(GF}', +, x) be the vector rows of H. In this subsection it is shown that, independently
space of all the possible binanytuples with the operations of the T density, QC-LDPC codes having the form described
of addition {.e. the logical “XOR”) and multiplicationi(e. the in Section II-A cannot be used in the considered cryptosyste
logical “AND"). Let us define “orthogonality” in the followig  since a total-break attack is possible able to recover tivatpr
sense: two binary vectotsandv are orthogonai.e. u L v, iff  key with high probability and low complexity.
u x v = 0. From the cryptosystem description, it follows that: et the private keyH be formed byr, x no circulant
h; = hi, + hi, + ... + h;, wherez represents the Hammingpermutation or null matrice®; ; of size p and have lower
weight of each row (column) dT. triangular form, to ensure full rank. For the sake of clarigy
Let us suppose that marky are mutually orthogonal, due us consider a simple example with = 3 andny, = 6, and
to the sparsity of matrid. Let h}. = his + hig + ...+ hia  where all the block®; ; are non-null:
and?’, = hg + hyp + ...+ hyp be two distinct rows oftl’

1 2 z
andhig = hip = hi, [that happens whefT has two n_on—zero P11 Pia Pis Pig 0 0
entries in the same columiy, at rows; and;®.] Inthis case, g — Pyi Pss Pos Poy Pos 0 (14)
it may happen thath’ja x h’, = h;, (that occurs, for example, Ps; Ps» Pss Psy Pss Pse

when hi, L hy,.. ki Lohgyoohie Lobiy his L
hy). Therefore, a row ol could be derived as the produc
of two rows of H'. At this point, if the code is quasi-cyclic

+ Let T have the generic form ofy x ro square circulant
dense blockdT; ;, each of sizep:

with the considered form, its whole parity-check matrix can Ty, Tio Tis
be obtained, due to the fact that the other rowskfare _ " ' '

) ; 3 X ) : T=| Ta1 T22 Ta3 (15)
simply block-wise circular shifted versions of the one dtal Ts,; Tss Tss

through the attack.

Even when the analysis of all possible couples of rows The public key is obtained al’ = T - H. Although the
of H' does not reveal a row oH, it may produce a new exact knOWledge of the private key would Certainly allow
matrix, H”, sparser tharH’, able to allow efficient LDPC correct decoding, for the eavesdropper it suffices to find
decoding. Alternatively, the attack can be iteratedihand @ couple of matrice§Tq, Ha), with the same dimensions
it can succeed after a number of iterationd ; in general, the of (T,H), such thatH’ = Tq - Ha, and Hq is sparse
attack requirep — 1 iterations when not less thanrows of €nough to allow efficient belief propagation decoding. Tdais
H’ have in common a single row &. This attack procedure be accomplished considering that, given an invertible szjua
can be even app“ed on a Sing|e circulant b|ockm' say matrix Z of sizer = p-Tro, the fO||0Wing relationShip holds:
H!, to derive its corresponding blodd; of H, from which
T = H,-H; ' can be obtained. H-=T-H=T-Z-Z' H=Tq-Ha  (16)

The guthor has verified elsewherg [16] that the attaqk C@hereTq = T-Z andHq = Z~' - H. If we separatd in its
be avoided through a proper selection of maffix but this left (- x k) and right ¢ x ) parts,H = [H;|H,], a particular

approach forces constraints on the code parameters. In {iice ofZ coincides with the lower triangular part 8, i.e.,
work, following [4], it is proposed instead to resort only t&,, the considered example:

matrix T density.

Let us suppose that the attack is carried out on the single Pia O 0
block H, (it can be easily generalized for the wha#'). Z=H,=| P24 P25 0 a7
The first iteration of the attack, for the considered casgIpf P34 P3ss Pss



With this choice ofZ, Hq assumes a particular form: row of Hgq equals that oH multiplied byP;r_’5 plus a shifted
version of the first row ofHl},. The third row ofHyq equals

_ _ that of H multiplied by PT ¢ plus two shifted versions of the
- — 1, — 1, . 3,6 .

Hy = [Ha|Ha,| = H " - [H[H,] = [H " - H[T] (18) first row of Hy, and a shifted version of the second row of
where the right part oy is an identity matrix of size Hp. Therefore, a recursive attack can be conceived.

r =p-ro. From this, it follows that: When sparse matrices are added, it is highly probable that
their symbols “1” do not overlap. For this reason, in a sum of
H =Tq Hg = [Tq - Hag|Tq] (19) rows of Hy, the contributions of shifted versions of known

rows can be isolated through a correlation operation and,
Eq. (19) is the starting point for the eavesdropper: lookingerefore, eliminated. This permits to deduce each roHgf
at H', she immediately knowsl'q and, henceHa, both from the previous ones and, this way, obtain the eriig
corresponding to the choice @ expressed by Eq. (17).  opviously, the hypothesis of non-overlapping elementsdstm
Moreover, it can be proved thél4, so found, can be sparsejikely verified when the blocks oF are sparse ang, is not
enough to allow efficient belief propagation decoding. letfa oo high. For example, it has been verified that matrices with
because of thd4 definition, its sparsity depends on that ofr0 = 6 andp = 40 (i.e density of the blocks 0.025) are
Z~'. Actually, for the considered example, it is: highly exposed to total break. This is not a trivial case; for
Zii 0 0 example, the codes included in the IEEE 802.16_e standard [5]
71 -l 22’1 Zos O (20) havep € [24;96] gnd.ro =6 when the code rate i3/4.
r 7. 7. 7 An attack of this kind is addressed to LDPC codes based on
31 43,2 433 circulant permutation matrices, whilst it is not applicalb

where LDPC codes based on difference families (described in &ecti
[I-B). For this reason, the latter appear more secure, @t lea
71, =PT, at the present stage of cryptanalysis.
Zyo =PT, 3) Attacksto the Dual Code: The most dangerous attack for
73 3 = P;G every instance of the McEliece cryptosystem based on LDPC
 _pT T (21)  codes rises from the fact that an opponent knows the dual of

Z31=P35P24P1y . ppce
Zso = P§6P3,5P;5 the secret code contains very low We_|ght codewords and can
Zsq = P;6P374P’11i4 + P{6P315P"{5P2_’4P’{4 directly search for them, thus recoverikf

The dual of the secret code can be generateH ptherefore
and the property of permutation matrices to have inversignnas at leastd,, > r codewords with weightd.. Each
coincident with transposition has been used too. of them completely describel and, if known, allows the

It follows that the main diagonal oZ~" contains per- gpponent to break the system by gathering the private key.
mutation matrices; the underlying diagonal contains progtyom a cryptographic point of viewd,, should be known
ucts of permutation matricesg. permutation matrices again;in order to precisely evaluate the work factor of the attack,
the following one contains sums of permutation matricegyt this is not, in general, a simple task. However, it can be
The same analysis holds for an arbitrary: the blocks ¢onsidered that it isl. < n and that sparse vectors most
Ziyj11j, 0 € [270], 5 € [0570 — 4] have column (row) weight jikely sum into vectors of higher weight. Therefore, it wiie
272, It follows that, whenrg is small, Z~! is sparse and, consideredd,, = r in the following.
consequentlyHgq is sparse as well; so it could be used by The best known probabilistic algorithm for finding low
Eve for efficient decoding. _ _ _ weight codewords is due to Stern [21], and it has been recentl

Furthermore, the attack can continue and aim at obtainiggplied to LDPC codes by Hirotomo et al. [22]. The algorithm,
another matrix,Hy, that has the same density 81 and, that exploits an iterative procedure, works on the parftgek
therefore, produces a total break of the cryptosystem.fféus matrix of a code and has two parameterand, that represent
matrix corresponds to another choicefnamelyZ = Z*,  the number of matrix columns and rows considered at each
that, for the considered example, has the following form: jteration, respectively. Optimal values fgr and I can be

p 0 0 derived considering their influence on the total number of
. 1.4 binary operations needed for finding a codeword of given
Z'=| 0 Pas 0 (22) ™M g a
0 0 Pag weight. If we suppose that. the algorithm is perfprmed. on the
' dual of the secret code, with lengthand dimensiork,; (i.e.

ForZ = Z*, Hy, (that is in row reduced echelon form) hasedundancyr;, = n — k), the probability of finding, in one
the same density ofI, since each of its rows is a permutedteration, a codeword with weight, supposed that it is unique,
version of the corresponding row #. An attack that aims at is P, = P, - P, - P;, with:
finding Hy, can be conceived by analyzing the structurdiQf

in the form (18), withZ—! expressed by Eq. (20) and (21). Py= (ZZ(kd/:?:g)//z(_l%f) ka2
We notice that the first row dfiy equals that o multiplied Py= (" 7)( ey /2—p ")/( )2 )
by PT,, so it corresponds to the first row f;,. The second Py = (" har ety f(n k)



If the code contains4,, codewords with weighto, it is ACKNOWLEDGMENTS
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considered that each iteration of the algorithm requires

2

rs ka/2 2p7’d(kd/2)

N="d gy 1op Py )
2+drd+p(p>+ 2 [

binary operations, so the total work factor can be estimaged [2
W =mN.

If we consider the following choice of the system paramqs,
eters:n = 8000, kg = 2000, w = d. = ng -d, = 52,

A, = 2000, the minimum work factor, that corresponds tol4]
(p,1) = (3,38), is 235-%5_ It is evident that such system would
be highly exposed to a total break.

This attack is particularly insidious since the work factor
of Stern’s algorithm mainly depends on the relative weight
searched and decreases with the code rate (it is desirable, f
the dual code, to have rate as low as possihle, highest [6]
rate for the private and the public code). In order to inceeas 7
the work factor, denser parity-check matrices and lowereco

(5]

progress of this research.
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